JHuarnocTuyeckuii npudop KT1.2

Equicom

OnarHoctnyeckun npubop KT1.2 npeagHasHauyeH
ans  npoBepku  pabotocnocobHoctn ceTen  Ethernet,
paboTatowmx no npotokony IP. Ona nogkmnoyeHnss K cetu
umeet nopt 1OBASE-T (u nopt 10BASE-2 TOMbkO B
Moaudomkaumm KT1.2-BNC). Mpnbopy Ha3HavaeTcs
cobcTBeHHbIN IP-agpec. TecTMpoBaHWe CETU MPOU3BOAUTCSA
metogomMm nocbinkn ICMP-naketoB “PING” - «nuHroBaHus»
yaaneHHbIX IP-agpecos (mo OBYyX HanpasneHun
OOHOBPEMEHHO), nNpM 3TOM B  pearbHOM  BpeMeHU
oTobpaxkaeTcs NPOLEHT NOTEPSHHbLIX MAKeTOB MO OTHOLLEHWIO
K wux obwemy konuuectBy. Wmeetcs cBetoguoaHas
MHAOMKaUMSA npolecca TeCTUPOBaHUs, YTO AenaeT ero bonee
HarnsgHbiM. Pasmep nakeTtoB MOXHO BbliGupaTb M3 Habopa
(PUKCUPOBAHHbIX 3HAYEHUN.

Kpome TOro, npubop no3BoOnsieT MNpoOM3BOAUTL
ONarHoCcTuKy MOHWUTOPUHT  paboTbl «YCTPOWCTB
KOHTPOSBbHOIO MUHIOBaHUSI» (KMUHrOBANoK»), NpogaBaeMbIX
noa TOproson Mapkown «Linecomy.

Mpubop MMeET XMOKOKPUCTANNNYECKAN UHOUKATOP C
NMOACBETKOW M MeMOpaHHyl KnaBuaTtypy, nuTaeTca ot
aKKyMynaTOpHbIX 6GaTapern WM OT CeTeBOro MCTOYHMKA
nutaHnsa. KMmeeTcsas BO3MOXHOCTb  OTKIMOYMTb MNOACBETKY

uwHomkaTopa (M nopT 10BASE-2 B mogudumkauum KT1.2-BNC) c uenbio 3KOHOMUM 3HEprum
baTapen. Kopnyc npubopa M3rotoBneH n3 metanna, 4to obecneynmBaeT emy BbICOKYHO NPOYHOCTb.

OCHOBHbIe XapaKTepPUCTUKM:

MopTbl

Moaaepykka NPOTOKOMOB

10BASE-T (1 10BASE-2 ansi KT1.2-BNC)

ARP, ICMP, UDP

MakcnmarnbHoe KonmMyecTBo 0 4HOBPEMEHHO

TeCTUpyemMbIX HanpasreHun

Pasmepbl nakeToB, 6ant

- Npw TecTuposaHun ogHoro IP-agpeca

- Npn TECTUPOBaHUN OOHOBPEMEHHO
aByx IP-agpecos

KonuyecTtBo cobcTBeHHbIX |IP-agpecor

KonuyecTtso perncrpos namaTu ans
3anomuHaHus BHelHWX IP-agpecos

46, 1500, 242*9 (HenpepblBHO), 12K
46, 1500, 242*9 (HenpepbIBHO), 6K

1

10

Twun nakeToB, NPMHUMAEMbIX OT «yCTPONCTB

KOHTPOJIbHOIO MUHroBaHMs» Linecom

UDP, Port=4000, pa3mep naketa 82 6awiTa (C 3aronoBkom)

HanpsikeHne BHeELWHero UCTo4HMKa nutaHus, B 8..12, nocTostHHOe HecTabunmnampoBaHHoe

Tok, NnoTpebnsemMblin OT BHELLHETO
WUCTOYHMKA NUTaHus, MA, He bonee

EMkocTb akkymynsaTopos, Ay

400

1,6
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Bpems HenpepbiBHOM paboThl 6e3
noasapsaky akKymyrnaTopoB, Y, He MeHee:

- C BbIKIMOYEHHOW NOACBETKON UHAUKaTopa 8
- C BKINIOYEHHOM NOACBETKOM MHAMKAaTOpa U

noptom BNC (ans KT1.2-BNC) 4
[abapuTHble pa3mepsbl, MM 167 x 90 x 45
Macca, r 550

OpraHbl ynpaBneHusa n "tHOQuKauumn

HanpaBsneHue 1: nakeT NPUHAT yCNeLHo
HanpaBsneHue 1: owimnbka npuema naketa
HanpasneHue 2: nakeT NPUHSAT yCrneLwHo
HanpaBsneHue 2: owumbka npuema naketa
«CeTb»

3apspaka 6aTtapeun

Bkn. npubopa

Bkn. BNC

Bkn. nogceeTkn MHOuKaTopa

Link

MHe3no ons nNoaknYeHns
BHeLLHero 6rioka nuTaHus
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Ha3Ha4yeHMe NYHKTOB MEHI0
1 - ping - NMHroBaHmne ogHoro IP-agpeca
2 — ping*2 - NMMHroBaHMe ofHOBpPeMeHHO ABYX IP-agpecos
3—-IP - 3agaHue cobcTBeHHoro IP-agpeca
4 —all - npueM nobbIX NaKeToB, OTMNPABIEHHbIX «MUHrOBaNKamum»
5—-one - MpMeM NakeToB, OTNPAaBMEHHbIX «MMHIOBasnKom» ¢ 3agaHHbIM IP-agpecom

Ucnonb3oBaHue npuGopa

Mepen Havanom paboTbl HEOOXOAMMO Ha3HauuTb Npubopy cobcTBeHHbIN IP-agpec, ons
3TOr0 HYXHO 3anTu B N.3 MeH. Havyano BBoga HOBOro agpeca — KHOMKAa «», B AallbHEWLLIEM OHa
CMYXWT ANA BBOAA pasgenutenbHon Touku npu Habope agpeca. o okoHyaHun Habopa agpeca
elle pa3 HaxaTb «». KHoMKa «#» CnyxuT Ans cTtupaHvus HeBepHO HabpaHHOro cumeona.

Pexxunm 1 — ping nossonset nuHrosatb oaunH IP-agpec. NMpu Bxoae B .1 MeHI0 NosBnsaeTcs
3anpoc:

Address? (0-9)

Mpn NomoLLM HaxaTua KHOMOK 1..9 MOXHO BblGpaTb HOMEpP perucTpa namsiTi, B KOTOPOM
XPaHUTCA HyxHbIn IP-agpec. [lMocne HaxaTusi COOTBETCTBYIOLLEN KHOMKM Ha WHAMKaTope
oTobpaxaeTcs 3HadyeHue BblibpaHHoro IP-agpeca. [lanee vMeeTcss BO3MOXHOCTb €ro U3MeHUTb
(nopsigok OevcTBMIA Takom e, Kak U Npu 3agaHum cobecTBeHHoro IP-agpeca), vnv noaTBepAauTb
BbIOOP MOBTOPHBLIM HaXaTeM KHOMKU C HOMEePOM perncrpa.

Mocne aToro Hy)XXHO 3aAaTh ANMHY NakeTa B OTBET Ha crneayoLuii 3anpoc:

Len? 1-46 2-1500 3-242*9 4-12K/6K
3pecb kHomMkM 1..4 3agaloT creayloLue pasmepbl NakeTos:

1 — 46 6anr;

2 — 1500 6anr;

3 — 9 nakeToB no 242 6anTa, crnegyroWmx Opyr 3a ApyroM 6e3 BpEMEHHOWN 3a4EPXKN;
4 — 12 KbawT, naket chparMeHTMPOBaAHHbIN.

Mocne 3agaHusi pa3Mepa nakeTa npuGop dopmupyeT ARP-3anpoc. Ecnu no kakoii-To
NpuUYMHe 3anpoc NpoLlen HeyaayHo, Ha MHAMKATope NosIBNSETC CoobLLeHMe:

ARP code: <ko0d owubku> <Homep nornbimku ARP-3anpoca>

Kookl oLLnMBOK onvcaHbl B MPUMNOXEHWUN.

Mocne yaayHoro BbiMonHeHns ARP-3anpoca npubop nepexoauT B PexuMm HemnpepbiBHOMo
NnMHroBaHWA 3agaHHoro |P-agpeca naketamu BblGpaHHoro Tuna. Ha wHavkaTop BbiBOOUTCA
cneaytowas nHdopmaums:

260 5 0 2%
192.168.0.1 N
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Copepxvmoe BepxHel CTPOKM (crieBa Hanpaso): KONMMYEeCTBO OTNpaBfieHHbIX nakeTtoB (260);
KOnM4ecTBO MoTepsiHHbIX nakeToB (5); Konm4yecTBo ownMboYHbIX nakeToB (0); NPOLEHT NOTEPSHHBLIX
NnakeToB MO OTHOLUEHWIO K OBLieMy KONMMYeCcTBY OTNpaBneHHbIX (2%), OKpyrnseTcs OO0 uenbixX
eavHuy. B HKHen cTpoke BblBOAMTCSA MUHryemblv IP-agpec n kog pesynbrata onepauum (CM. B
NPUIOXEHNN).

YpoauHbll npyveM naketa COMpOBOXOAeTCA MUraHMeM 3efeHoro cBetoguoa, noTeps
naketa unu npuem ¢ oMBKON MUraHMeM KpacHOro.

Mpu ncnons3oBaHWK AaHHON YHKLMKM CriedyeT yuuTbiBaTb creayoLlme 0CobeHHOCTU.

1. Bcerga npepnonaraetcs, 4YTo Npubop M MUHIYeMbIA UHTepdenc HaxogaTcs B OAHOM
cermeHTe cetu. MAC-agpec nuHryemoro uHtepdgenca onpegensetcs npu nomowwm ARP-3anpoca,
W B JanbHellleM nakeTbl MNOCLINAKTCA Hanpamyio. Agpec wWrw3a M Macka MoaceTu He
nponucbLIBaKoTCA.

2. MNpnbop He ymeeT oTBEYaTb Ha MUHIW.

Pexum 2 — ping*2 — nossonseT nuHroBaTb 0AHOBPeMeHHO ABa IP-agpeca. Mpu Bxoge B
3TOT pexuM npegnaraetca 3agaTte Addressl, Address2 u pasmep naketa. B otnmuve oT pexuma
1, npu 3agaHun pa3mepa nakeTa kHornka 4 3agaet pa3vep 6 KbanT. 3agaHHble agpeca NUHryTcs
nooyepegHo, npouecCc WHOUUMPYeTCH MuraHvem [ABYyX Map cBeTtoauoaoB (No ogHoW nape
KpacCHbIN+3eneHbln Ha KaXxgoe HanpasneHue).

Mpu noMoLwm KHOMOK 1 1 2 MOXHO BbIOUpaTh, kakas nHgopmaums 6yaoeT BbIBOOAUTLCS Ha
nHamMkatop (COOTBETCTBEHHO MO MepBOMYy W BTOPOMY HanpaeneHuo). Popma Bblgauu
NHOPMaLMN — aHaNorM4YHO pexumy 1.

Pexum 4 — all — npegHasHayeH B OCHOBHOM AN TECTMPOBAHUSA «MNUHroBanok» Linecom u
onpegeneHua wux napameTpoB. Kak uW3BECTHO, Yy «MNWMHroOBanok» BCE MapaMeTpbl XECTKO
nponuceiBatoTca B M3Y ¢ yneTpadumoneTosbiM cTupaHuem (IP otnpasuTtens, MAC oTnpasutens,
PORT otnpasutens, IP nonyyatend, MAC nonydvatens, PORT nonydartens). Onpegenvtb aTu
napameTpbl MOXHO, HanpuMmep, BOCMOMb30BaBLWIMCL koMaHgon tcpdump (Linux/Unix). Opyron
cnocob — ucnonb3oBatb npnbop KT1.2.

Mpu Bxoge B pexuMm 4 Ha wnHOMKaTope nosiBnsieTca Hagnuce Waiting..., n npubop
nepexoauT B COCTOSIHWE OXMAaHWs nakeToB. BebiBog O TOM, 4YTO nakeT cchopmMmpoBaH MMEHHO
«MUHrOBankom», AenaeTcs no crneaywmm npusHakam:

- Tun naketa — UDP;
- ANWHa nakeTa (BMecTe C 3aronoBkom) — 82 b6aiTa;
- HomMepa nopToB oTnpasuTens u nonyyatensa — 4000.

Bce nakeTbl, He oTBe4dawlwmne nepeyYncrieHHbIM YCIioBUAM, WUFHOPUPYHOTCA. MNocne npuema
oyepeHoro nakeTta OT «MUHroBasiku» MHpopMaLns o Hem 0T06pa>KaeTc;| Ha nHAnKartope:

10.1.2.100 S
55 0 2114 U0O0

CoaepxmMmMoe HUXHeN CTPOKM (CrieBa HampaBo): KONMYeCTBO NPUHATLIX nakeToB (55); KonMyecTBo
owmnboyHbIx naketoB (0); BpeMa Mexay nNpMemMoMm ABYX MOCMNEOHUX MaKeTOB B MWUMNMMCEKYHOAX
(2114); npusHak UDP-naketoB (U); MHBEpTMpPOBaHHOE 3HayeHWe HyneBoro GanTa
nHdopmaLmMoHHon YacTu nakeTta (00). B BepxHeln CTpoke BbIBOAMTCS MHopMauusi, Haxogsiwascs
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B 3arofioBke naketa. [lpu nomowm kHomok 1..4 MOXHO BblIOMpaTb, 4YTO WUMeEHHO OyaeT
oToGpaxaTbcs:

1 - S: Source IP (IP-agpec oTnpaBuTens, BKMOYEHO MO YMOMYaHWIO NpY BXOAeE B AaHHbLIA PEXUM);
2 —s: Source MAC (MAC-agpec otnpaButens);

3 — D: Destination IP (IP-agpec nonyyartens);

4 — d: Destination MAC (MAC-agpec nonyyatens);

Hyneson 6ant nHdopMaunoOHHOM YacTu naketa MMeeT crneayowmn cmeicn. Ero paspsagpl
OyonupyloT COCTOSHME AaTYMKOB BHELUHMX COObITMI, MOAKMYaeMbIX K «MUMHroBanke». Takum
o6pa3om, Npmbop NO3BONSAET KOHTPONMPOBATL COCTOSIHUE 3TUX CUrHAIOB.

[na ncnonb3oBaHUS OaHHOTO pexuma 3agaBaTb COOCTBEHHbIN |P-agpec npubopa He
obsi3aTensHo.

Pexum 5 — one — npegHasHayeH ANg BbiAeNeHNs N3 BCEro NOCTynatoLero noToka TonbKko
TeX MakeToB, KOTOPblE CCHOPMMPOBAHBI «MUHIOBArKoOW» C 3aAaHHbIM IP-agpecom, n oTobpaxeHus
UX napameTpoB.

Mpn Bxode B [JdaHHbI pexum Ha wuHAMKaTope nosBnsdetcs 3anpoc IP-agpeca,
nomeLleHHoro B oavH mM3 10 pernctpoB namaTv (@HarormyHoO OMUCAHHLIM BbIllE peXxumam
paboThl):

Address? (0-9)

Mocne Bblbopa HyxHoro IP-agpeca Ha uHOuKaTope nosiBnsieTcs Hagnucbk Waiting..., 1
npubop nepexoaut B COCTOSIHUE OXWOAHWS MNAKETOB, OTMNPABMEHHbIX TOMbKO KOHKPETHOWM
«MUHrOBanKom».

[na ncnonb3oBaHUS OaHHOTO pexuma 3adaBaTb COOCTBEHHbIN |P-agpec npubopa He
ob6sa3aTernbHo.

Oco6GeHHOCTM 3KcnyaTauum

B npubope yctaHoBneHol Ni-MH akkymynaTopbl emkocTbio 1,6 Ay, obnagawowue B
He3Ha4ynUTENbHOM cTeNeHn «adhekTom namaTu». NMoaToMy pekoMeHOyeTCs NOMHOCTBLIO paspsiKaTb
fbaTapen nepen nocneaylollen YCTaHOBKOW Ha 3apsaaky. 3apsgka 6artapert npoucxoaut npu
noaknioyeHms npubopa K CETEBOMY WUCTOYHMKY NUTaHWUS, WHOVMLMPYETCA CBEYEHMEM XKENTOro
ceBeToanmoda «3apsinka Oatapeu». Bo3amoxHa paboTa OT CeTM OLHOBPEMEHHO C 3apsKou
baTapei. 1o okoH4YaHUK 3apaaKM CBETOQNOA racHeT.

Tok, noTpebnsiembli cxemon npubopa OT akKyMyrnsaTOpoB (C BKMOYEHHOW MOACBETKOW),
cocTaBnseT NpuMepHo:

- C OTKIOYEHHbIM nopToMm BNC — 80 MA,

- C BKMtoYeHHbIM noptoM BNC — 200 MA.

MosTomy ona npoaneHus BpemeHu paboTbl OT akKyMyNATOPOB PEKOMEHOYEeTCS OTKMoYaTb nopT
BNC B cnyyae, korga oH He ncnonb3yetcd. OTkNoYeHne NoaCcBEeTKM UHAMKATOpa 4aeT 9KOHOMUIO
elle npumepHo 10 mA.

MopT RJ-45 npubopa umeeT «npsaAMyto» packnagky nap, NPUHATYIO ONS CeTeBbIX KapT.
Takum obpasom, AN NOAKMOYEHWs K MOPTY CETEeBOro KoMMmyTatopa (KOHUEHTpaTopa) HYXKHO
NCNOnb30BaTh «NPSAMOM» NAaTYKOPA.

Ons tectupoBaHus 100-merabuTHbIX y4aCTKOB CETM UCMOMb30BaTb NpUMBOP HanpsMy He
nonyynTcs, T.K. OH MMeeT Tonbko 10-merabuTHbii nNOpT. B 3TOM crnyyae HyXHO BKIHOYUTb
pononHuTtenbHoe 100-merabuTHOe ceTeBoe YCTPOWCTBO (Hanpumep, KOMMYTaTop), MMeloLiee
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dyHkumo “Auto-Negotiation”, mexagy npubopom KT1.2 n nccnegyembim ydacTkom cetn. Mexay
3TUM NPOMEXYTOYHBLIM YCTPONCTBOM U NPUBOPOM YCTAHOBUTCS CKOPOCTb coeauHeHus 10 Mour/c,
a B npefgenax Tectupyemoro cermeHta cetu 100 M6ut/c. Takum obpasom, creHepupoBaHHbIE
npmbopoM nakeTbl ByayT nepedaHbl MO ceTn co ckopocTbio 100 MOMT/C, YTO NO3BOMUT OLUEHUTb

KavyecCTBO ee paGOTbI Ha JaHHOW CKOPOCTM.

MpunoxeHue
Koabl owmbok

ARP

'0" if OK

1" if timeout of transmission

'2' ISR error while transmission

‘3" TSR error while transmission

'4" timeout while wait a good RX packet
'P'" wrong protocol (not ARP)

'H' wrong ARP hardware type (not Ethernet)
"I wrong protocol (not IP)

‘L' wrong address length

'O" wrong code of operation

'M" peer IP mismatch

'S' size of ARP packet is wrong

's' ethernet packet is too short

'‘B' ethernet packet is too big

PING

‘A" - ARP reply

'R" - ARP request

'P' - PING reply

'U' - UDP packet

'N' - no ARP or IP packet in the NIC buffer error code:
'E' - ethernet packet was received with errors

's' - ethernet packet is too short

'B' - ethernet packet is too big

'0' - length of ethernet packet is odd

'H' - wrong ARP hardware type (not Ethernet)

"I - wrong ARP | IP protocol (not IP)

'L' - wrong ARP address length or UDP length isn't 82
'O’ - wrong ARP code of operation

'S' - size of ARP | IP packet is wrong

'c' - IP header CRC is wrong

'd' - ICMP data mismatch

I - ICMP identifier mismatch or UDP src port isn't 4000
'C' - ICMP or UDP CRC is wrong
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