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Equicom

YctpouctBo ceteBoro MoHutopuHra PING2(-knock) npepgHasHayeHo [Onsi  KOHTpons
paboTtocnocobHocTn cermeHToB Ethernet cetei, paboTtatowmx no npotokony IP. [daHHoe
YyCTpOMUCTBO sABnsieTca opmmposaTenem TectoBblx UDP-naketoB ¢ nogaepxkkon TeroB |IEEE
802.1Q VLAN, B03MOXHOCTb nNpuema naketoB oTcytctByeT. OHO umeeT cobcTBeHHbIN IP agpec,
MOXeT ObITb YycTaHoBrieHo B nwbon Touke Ethernet cetm u nosBonsieT KoOHTpomnupoBaTb
NpoxXoXAeHve nakeToB OT AaHHOW TOYKM OO ajpeca HasHadeHus. [na nogknoyeHus K cetu
umeetca nopt 10BASE-T. Kpome atoro, yctponctso PING2 nmeeT cnegytowime BO3MOXHOCTH:

e 7 UMdPOBLIX BXOAOB ANSA MNOAKNIOYEHNSA BHELUHUX AAaTYUMKOB

e Bxopg AUI ¢ BO3MOXHOCTbLIO MNOAKMNIOYEHMS AaTunka TemnepaTypbl

o «Knock-ceHcop» - gatyuk ygapa ¢ perynmpyemMon Y4yBCTBUTENbHOCTbLIO, cpabaThiBatoLLnia
npy nonbiTKe B3MOMa SiWMKa C TENEeKOMMYHWKaLMOHHbIM obopyaoBaHuem (TONbKO B
moandmkaumm PING2-knock)

o Pasbem pacwumpenus EXT gns nogknoyeHns OononHUTENbHOro obopygoBaHns

e CBeToavoaHas nHAMKaumsa nepegadm naketos u cpabatbiBaHus knock-ceHcopa

Ins nHacTtporkn napameTpoB yctponcteo PING2 nogkntovaetca k COM-nopTy KomnbioTeEpa npu
nomown cneumansHoro wHypa PGM-RS232, ons KoHUrypupoBaHUA MOXET MCMNOoSb30BaThbCs
nobas TepMmuHanbHasa nporpamma. HacTtpamBarTtca crniegyiowmne napameTpbl: |IP - agpec
otnpasutens, IP agpec nonyyatens, MAC agpec otnpaeutens, MAC agpec nony4yatensi, Homep
nexopswero UDP nopta, Homep Bxogsawero UDP nopta, nepuoa cnegoBaHusi NakeToB, OMNOPHOE
HanpsbkeHne AU, a Takke napameTpsbl Priority, CFl n VID npu BkntoveHun Teros 802.1Q VLAN.

CywecteyeT aBe mogudukauumn yctporctea: PING2 n PING2-knock, oHM oTnmyaloTcss TOMbKO
Hanuunem B PING2-knock gatyuka ygapa.

HauunHas ¢ aHBaps 2012 r. yctponcTtea mapkmpytotes kak PING2.1(-knock) (gaHHas mapkupoBka
NPUCYTCTBYET TOSbKO Ha HakKnenke ¢ cepurnHbIM HOMEPOM Ha HWXKHEN CTopoHe koprnyca). OTnnume
oT PING2(-knock) 3akntouaetcs B UISMEHEHHOM Ha3Ha4YeHUM KOHTaKTOB pa3dbema EXT (cm. pasgen
«Pasbem pacwmperua EXT»).

OCHOBHbIe TeXHU4Yeckne XapaKTepuUcTuku:

CeTteBon uHTepdenc 10BASE-T, Half Duplex

Tun nepegaBaemblX NakeToB Ethernet/ IP / UDP

B0o3MOXHOCTb NpuemMa nakeTos HeT

Mepunopg cnegoBaHus NakeTos, C 0,04 — 655,35

Konn4yecTtBo BHELLHMX LNMdPOBbLIX BXOAOB 7

[nanasoH HanpsKeHUin Ha BHELLHMX

umdpoBLIX BXogax, B 0..+5

[nanasoH HanpsixeHun Ha Bxoge AL, B 0..+5

OnopHble HanpsbkeHns AL, B 1,1mnb

HanpsikeHne BHeLIHero MCTOYHMKa NuTaHus, B +8..20, NoCTOsAHHOE HECTabunnManpoBaHHoe
Tok, NoTpebnsiemMbIn OT BHELLIHEro

MUCTOYHUKA NUTaHus, MA, He bonee 60

InanasoH pabouynx Temnepartyp -10..+50°C

[wana3oH TemnepaTyp XpaHeHusi -40..+70°C

MakcrmansHas BnaxHocTb 90% (6e3 obpasoBaHus KoHAeHcaTa)
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YcnoBusi UICNOSb30BaHNS B MNOMELLEHUN UMK B repMeTnYHOM Bokce
abaputHble pa3mepsbl, MM (6e3 ydeTa Kpenexa) 89 x 62 x 31
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YCTPONCTBO WMEET: pasbeM W BUHTOBblIE KNEMMHWKA ANa nodadn Hanps>keHus nuTaHus
(BKNtOYEHbI NapannenbHo), pasbem Ans MOAKMYeHMs JononHuTenbHoro obopyaosaHua EXT,
KOHTaKTbl OS5 YCTAHOBKW MEepeMbIYKN YMNPaBfeHUs pexMMammn Conpsaraemoro C YCTPOWCTBOM
JononHuTensHoro obopynosaHus JP, pasbem nporpammupoBaHus PGM, BMHTOBblE KNEMMHUKM
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Ons nogayv curHanoB Ha undpoBble Bxoabl, pasbeM ADC, poseTky RJ-45 anga nogkrnoyeHus K
cetn Ethernet, ceetoguon «Ping». B mogudukauum PING2-knock Takke mmeeTcs peryndarop
YyBCTBUTENBHOCTU AaTymka ygapa u ceetognos «Knocky.

Moakno4veHmne ycTponcTea

Yctponcteo PING2 He komnnektyetcsi COOCTBEHHbIM WCTOYHMKOM nNuTaHus. Beugy Toro, 4to
AaHHOEe YCTPOWCTBO NoTpebnsieT no uenu NUTaHus OYeHb He3HaAYUTENbHbIA TOK, OHO MOXET ObITb
3annTaHo napannenbHO C UCnonb3yeMbiM B ceTu obopygoBaHMEM OT ero LUTaTHOro UCTOYHMKA
nuTaHusa (Npyv ycrnoBuM, YTO OH BbIA3eT MOCTOAHHOE HanpsbhkeHne B AunanasoHe 8-20B).
BonblWMHCTBO HeynpaBnsieMblX CETEBbIX KOMMYTATOPOB, MMEKLWUX BHELWHUN OnoK nutaHus,
NMUTaKTCA MMEHHO Takum HanpshkeHveM. lNuTalowee HanpskeHne MoxeT OblTb NMOAAHO Ha BXO4
ycTponctea PING2 npy noMOLLM BMHTOBbLIX KINEMMHMKOB, SIMOO Mpy NOMOLLU LUTeKepa (BHELUHWUA
anameTp 5,5 MM, BHYTpeHHUn anameTtp 2,1 MM, «MUHYC» Ha BHELLUHEM KOHTakTe). [lonsapHocTb
HanpsKeHUs1 yka3aHa Ha Kopryce yCTPOWCTBa.

YcTponcTBo HaunHaeT reHepupoBatTe UDP nakeTbl cpasy nocne nogayun nutarowero HanpskeHus.
MNepenaya kaxxgoro naketa ConpoBOXAAETCA KOPOTKOM BCMbILKOW 3eieHoro ceetoanoaa «Ping».

Ons nogkntoueHus yctponctea PING2 k nopTy komMyTaTopa HeobxoamMmo ucnonb3oBaTtb kabenb
cTaHgapTHON 0GXMMKM (KOMNbloTEP-Xab).

IaHHoe ycTporictBo pabotaeTr B pexume 10 M6ut Half-duplex, nostomy Heobxoammo, 4TOObI
ceTeBoe 0boOpygoBaHMe, K KOTOPOMY OHO OyaeT MnoAkniodeHo, noadepkupano paboTy B 3TOM
ctaHpapte. lNpn nepepade Ethernet-nakeTtoB ycTpoWCTBO He ymeeT pacrnosHaBaTb KOMMM3uUW,
NMo3TOMYy €ro pekoMeHOYyeTCsl BKMYaTb B OTAENbHbIA NOPT CBMTYA (B AAHHOM Crflyvae CBUTY
UCKMYaeT nosiBneHne konnuauwn). MNpu BkNoYeHMM B NOpT xaba Benvka BEpOSATHOCTb MOTepu
nakeToB, KOTOpble MOBTOPHO NepeaaBaTbCA He OyayT.

Ethernet wHTepdelnic ycTponcTBa BbINOMHEH MO YMNPOLWLEHHOMW cxeme 0e3 cornacyrowero
TpaHcopmaTopa, MO3TOMY OTCYTCTBYET ranbBaHWYeckasi pasBs3ka Mexay CurHasrbHbIMU
npoBogamu Ethernet unHTepdenca m obwmm npoBogom ycTponcTtBa. 1o 3ToOM e npuymHe
3anpeuleHo nogkntodate PING2 k Ethernet noptam ¢ nutaHmem PoE no curHanbHbIM napam!

YctponctBo PING2 nogkniodaetcs K nocnegoBaTenbHOMY MOPTY KOMMbKOTEpa Mpyv MOMOLLM
cneumanbHOro LWHypa, KOTopbin BkIoyaeTcs B pasbem PGM. Ucnonb3ynte gnd 3TOro TOMbKO
cneumanbHbli WHyp PGM-RS232, koTopbin cogoepxuT npeobpasoBaTternlb ypPOBHEW CUrHanoB
TTL <—> RS-232 (noctaenseTcs oTaenbHo). HasHavyeHne KoHTakToB pasbema PGM npueeaeHo B
cnegytowlen Tabnuue:

Ne koHTaKTa Curnan
1 MOSTI*
2 MISO*
3 SCK*
4 RX (TTL ypoBensb)
5 TX (TTL ypoBeHb)
6 GND
7 +5B
8 -RESET*
9 DX6
10 DX7

* - lAHHbIE CUrHanbl ABMASAKTCA TEXHOTOTMYECKUMU U HE MCMNOJb3YyOTCA B pa60Te yCTpOIZCTBa
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Hactponka napameTpoB

MoakntounTe yctporcteo PING2 k nocnegosatenbHOMY NOPTY KOMMNbIOTEPA U NOgANTE NuTaroLee
HanpsbkeHne. [Ona M3MeHeHus napameTpoB YCTPOMCTBA MOXeT ObiTb Mcnonb3oBaHa ntobas
TepMUHanbHas nporpammMa, B KOTOpOM HeobxooumMo ykasaTb criegylowue napameTpbl
nocrnegoBaTenibHOro nopTa: CKOpocTb notoka — 9600 6ut/c, konuyecTBo OMTOB AaHHbIX — 8,
YETHOCTb — HET, KONIMYECTBO CTOMOBbLIX O6UTOB — 1, ynpasneHne notokoMm — HeT (9600 8N1 6es
ynpasneHusi noTokom). Nocne HaxaTtusa knasvwn <Enter> Ha akpaH OyaeT BbiBEAEHO crneaytouee
MEHI0:

1 - Dst MAC: 00:0D:5E:11:11:11

2 - Src MAC: 00:BB:07:04:05:01

3 -DstIP:10.10.10.10

4 - Src IP: 192.168.2.100

5 - Dst port: 4000

6 - Src port: 4000

7 - packet interval: 500 ms

8 - ADC Vref: 1.1V

9 - VLAN tag: OFF

Press the corresponding digit to change value:

[ns Bbibopa Hy)XHOro nyHKkTa HeobxoaAMmo HabpaTb Ha KnaBuMaType COOTBETCTBYHOLLYH Undpy.
Mpn BBOAE nNapamMeTpoB B MNyHKTax 1-7 paboTaeT pexum pedakTMpOBaHUS CTPOKW, BBOL
3aKkaH4MBaeTcs Haxatmem knasuwun <Enter>. lMpn BBoge MAC agpecoB ponyckaetcs
MCNoNb30BaHWE CTPOYHBIX M 3arnaBHbIX OYKB, B KA4ECTBE pa3fenuTens ABOETOUME Unu TUpe.

WHTepBan cnepoBaHusa naketoB (MYHKT 7) 3apgaetcsa B eguHuuax 10 mc. Heobxogmmo nmeTb B
BMAY, YTO HEKOTOpPbIE TUMbl KOMMYTaTOPOB TEPSAIOT cBA3b ¢ ycTponcTtBoM PING2 npu yctaHoBKe
CNULLKOM Marioro uHTepBana mexgy naketamu. Hanpumep, y kommytatopoB D-Link DES-1008D
M3 HEKOTOPbIX NapTUM 3TO NPOUCXOAUT Npu uHTepBane meHee 800 mc.

MyHKT 8 — 3agaHue onopHoro HanpshxeHne AL — paboTaeT B TPUITEPHOM PEXUME: MPU HaKaTUK
uMcpbl 8 noovepesHO MEHSAOTCA 3HaYeHus HanpsxkeHus 1,1B n 5B.

MyHkT 9 ynpasnset 3aronoskamu 802.1Q VLAN, OH BbI3biBAET AONONHUTENBHOE MOAMEHIO:

Enter :
0 - return, 1 - priority, 2 - CFI, 3 - VID, 4 - ON/OFF:

Ero nyHkTbl 1-3 nossonsT 3agaBaTb napametpbl TeroB VLAN (cm. nogpobHee B pasgene
«Mopnepxka IEEE 802.1Q VLANY), NyHKT 4 No3BONSET BKOYMTL MMM BbIKITIOUYUTL TEMMPOBaHME
nakeToB. [NyHKT 0 — BO3BpaT B OCHOBHOE MEHIO.

Mocne BBoaa nboro napameTpa BCE M3MEHEHWUS COXPaHATCA B 9HEProHe3aBMCUMOWN NaMsiTu
YCTPOMCTBA W MNpouCXoamuT ero nepesarpyska. Bo Bpems paboTbl C MeHK KoHdUrypaumm
yCTponcTBO npogomkaeT nepenady UDP nakeTos.

MpousBoauTenb npuvcBamMBaeT KaXAOMy YCTPOWCTBY COOCTBeHHbIM YyHukanbHeln MAC apgpec,
KOTOpbI He TpebyeT ob6s3aTenbHOW 3aMeHbl B npouecce akcnnyaTauun. OcTtanbHble agpeca
AOMXHbI ObITb N3MEHEHbI B COOTBETCTBMU C KOHUrypaumen cetu cneayowmnm obpasom:
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Dst MAC — ykasatb MAC agpec TOoro ceTeBoro nHtepdenca, KoTopbli HENOCPEACTBEHHO OyaeT
npuHumaThb nakeTbl. B yctponctBe PING2 He peanusoBaHa nogaepxka npotokona ARP, noatomy
AaHHbIN agpec HeobxoanMo 3aaaBaTb BPYYHYHO.

Dst IP — ykasatb |IP agpec Toro yctpomcrtsa, KOTOPOMY afpecoBaHbl nakeTbl. Hanpumep, 3To
MOXET ObITb CEpBEpP, HAa KOTOPOM 3anyLleHa nporpaMmma o6paboTku TecToBbiX NakeToB PingSTAT.
B o6wem cniyyae gaHHbin IP agpec HMKak He cBs3aH ¢ Dst MAC, 9T agpeca MoryT npuHagnexartb
abCoNTHO pasHbiM YCTPOMCTBAM, PACMOSIOKEHHbIM B pasHbiXx nogcetax. [naBHoe, 4Tobbl Obin
obecneyveH pOyTUHI NakeToB OT MHTepdenca ¢ 3agaHHbiM Dst MAC K yCTPOMCTBY € 3agaHHbIM Dst
IP.

Src IP — 3agaeTcst N0 YCMOTPEHUIO agMUHUCTpaTopa CeT! 13 ananasoHa AocTynHbIX |IP agpecos ¢
y4yeToMm obecreyeHnsi poyTUHra NakeToB K YCTPOWCTBY C 3aAaHHbIM Dst IP.

BHewHue undpoBblie BXxoAabl

YctponictBo PING2 umeeT cemb uUMpPOBLIX BXOAOB, NPeAHa3HAYeHHbIX ANs MNOAKIMYeHus
OAaTYNKOB BHELIHMX coObITMA. COCTOSIHME KaXaoro BXo4a COOTBETCTBYET OTAENbHOMY OUTy B
6ante DX (cm. pasgen «PopmaT reHepupyeMbix nakeToBy»). Bxoabl BbiBeAeHbl Ha crnegylowime
pasbeMbl U KNEMMHUKN:

DX0 — Ha pa3bem pacwmpennsa EXT (cm. onncaHme pasbema B COOTBETCTBYHOLLEM pasfene)
DX2-DX5 — Ha BUHTOBbIE KNEMMHUWKWN, X Ha3HaYeHne yKkasaHo Ha Kopryce YCTponcTBa
DX6, DX7 — Ha pa3bem PGM

Kaxxabli BXO4 Yepes pesncTop NOAKMHYEH K LUMHE NMUTaHMSA YCTPOMUCTBA, NO3TOMY Ha cBOOOAHOM
BXOOE NPUCYTCTBYET YPOBEHb Norudeckon 1. Takum obpasom, MOXHO nogaBaTtb curHan TTL-
YPOBHSI HA COOTBETCTBYHOLUUIN BXOL, WK MPOCTO 3aMblkaTb €ro Ha 3emno (Ons atoro obwimin
nposog yctponctea GND Takke BbiBeAEH Ha BUHTOBbIE KnemMMHUKM). Bxogbl DX2-DX7 umetoT
OOMOSNHUTENbHYO 3alUUTy OT MpPEBbILWEHUS MaKCUManbHO OONYyCTUMOro uHTepBarna BXOOHbIX
HanpsHKeHUN.

Bxog ALN

Yctponcteo PING2 nmeeT BCTpPOEHHbIM 8-6UTHBIM aHanoro-undgposon npeobpasosatens (ALIMT).
PesynbtaT npeobpasoBaHus - 6ant AX (cMm. pasgen «dopmat reHepupyeMbIX NaKeTOBY).

AU moxeT MMeTb ABa BO3MOXHbIX 3HA4YeHUs1 ONOpHOro HanpsbkeHus: 1,1B n 5B (3agaetcsa npu
KOHpurypmpoBaHum yctponctaa). CooTBETCTBEHHO, B MEPBOM Crlyvae Anana3oH npeobpasoBaHus
o6yget 0..+1,1B, Bo BTOpOM cnyyae 0..+5B. WcTouHMK curHana, nogkniodaembin Kk Bxogy AL,
AO0JDKEH MMETb BbIXogHOE conpoTmeneHne He 6onee 10 kKOm.

Bxog AU BbiBegeH Ha pasbem ADC, HasHayeHMe KOHTAKTOB pa3bemMa YKasaHO Ha Kopnyce
ycTponcTBa. Ha aToT ke pasbeM BbiBeAEHO HanpsbkeHue +5B ana nutaHua nogkniyaemMblX K
HEMy ManoMOLLHbIX aHanoroBbIX OAaTYMKOB, HaMpuUMmep AaTyvka TemnepaTypbl (MakcUManbHbIN
TOK, NOTpebnsemMbii N0 AAaHHOMY BbIXOAY MUTaHUS, He OormkeH npeBbiwats 20 MA). Bxog AL
MmeeT [AOMOSNHUTENbHYK 3alnUTy OT MpeBblleHUs MakcumarbHO AOnyCTUMOro uHTepBana
BXOAHbIX HaMNPsPKEHWIA.

B moandumkaumm yctponctea PING2.1(-knock) Bxog AL nogkntoyeH Takke K KOHTakTy 5 pasbema
EXT. MoapobHocTn cm. B pasgene «Pasbem pacwmperns EXT».
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Pasbem pacwmpenusa EXT

Pasbem EXT npegHasHadeH and nogknodeHuss Kk yctponctBy PING2  pasnunyHoro
OOMNONHUTENLHOrO 06OopyaoBaHMs: UCTOYHMKOB GecnepeborHoro nutanua (MBM), patymnkos
Hanuuusa cetn u T.4. Jlto6oe nogknoyaemoe obopynoBaHMe AOMKHO MMETb OTBETHbIV pasbem AN
nogknodeHna nmbo aHanormyHbin pasbeM pacwupenHus EXT. B nocnegHem crniyvae pnns
NOOKIIYEHNA MCMNONb3ynTe TONbko cneumanbHbin WHYp PING-EXT (noctaBnsdetcs OTAENbHO).
HasHaueHune KoHTakTOB pasbema EXT npuBegeHo B crieaytoulen tabnuue:

Ne koHTaKTa Curnanu
1 +Urnut
2 DXO0
3 GND, JP3
4 JP4
5 Bxog ALIT*, JP5

*

- KOHTaKT 5 pasbema coeauHeH ¢ Bxogom AL TonbkO B YCTpOMCTBAax, MMEIOWMX Ha HaKnenke c
cepuiHblM HomepoM Mapkuposky PING2.1(-knock)

Mpy nopgkroyYeHMn nocpencTBOM AdaHHOro pasbema kK coBmectumomy WBI (nubo gpyromy
obopynoBaHuto, BblgatolemMy Ha KOHTakT 1 pasbema HanpsbkeHue +8..20B) yctponcteo PING2
nony4aeTt nutaHue Yepes pasbeM EXT OT nogknoyeHHoro obopyaoBaHus, NO3ITOMY OTAenbHas
nogaya nMTaHus B 3TOM cny4yae He TpebyeTcs.

Ha uudposon Bxog DX0 nogaetcs WMHMOpMaLMs O COCTOSHUW COMpPSAraemoro YCTPOWCTBA,
Hanpumep oT coBmectumoro MBI curHan —RESERYV, coobuwarwmin o nepexoge Ha pe3epBHOE
nuTaHue.

Pasbem paclumpeHusi, umetowimiica B yctponcteax IP4 n RST3, ncnonbayetca Takke ans sagaHus
pexuma nx paboTbl NPy NOMOLUU YCTaHABNMBAEMON HA €ro KOHTaKTbl Nepemblykn. Ecnu gaHHbIn
pasbeM OKasblBaeTCHA 3aHAT BKIOYEHHbIM B Hero yctponctsoM PING2, To BbllWeO3HAYEHHYH0
nepemMbIYKy HeOOX0OMMO nepecTtaBuTb Ha KOHTakTbl JP3-JP5, KoTopble HAXOAATCA Ha YyCTPOWCTBE
PING2. Ouu 3anapanneneHbl C KOHTakTamu 3-5 pasbemMa paclumMpeHust U npegHasHa4yeHbl
cneumanbHO Ans YCTaHOBKM Ha HUX MEPEMBbIYKM C Lenbl KOHUIypUpoBaHUS COMpSAraemoro ¢
PING2 ycTpowicTtBa.

YcTtponcTtea, npousBoauMMmble HaudnHasa ¢ saHBaps 2012 r, mapkupytotea kak PING2.1(-knock)
(BaHHas MapkupoBKa MPUCYTCTBYET TOMbKO Ha Haknemke C CEepUHbIM HOMEPOM Ha HWXKHEWN
ctopoHe kopnyca). Wx otnnume oT obbluHbix PING2(-knock) coctout B TOM, 4YTO KOHTakT 5
pasbema EXT coegmHeH ¢ Bxogom ALM. 3T0 gaeT BO3MOXHOCTb NOLKMOUUTL K pasdbemy EXT
KOMOWHMPOBaHHLIN AaTuMKk Hanuuma cetn 220B n HanpsbkeHua Ha akkymynatope PS2, nubo
Opyroe coBMecTMMmoe obopyaoBaHue, Bblgarowee Ha KOHTaKT 5 pazbema EXT aHanorosbii curHan
ana nogadnm Ha Bxog ALM. B ceasm ¢ atum npu mcnonb3oBaHum yctponctB PING2.1(-knock)
Heobxoanmo umeTb B BUAY creyloulee:

e ®uaunyeckn Bxog AL Ha pasbemax ADC n EXT — 310 0guH M TOT Xe curHan. oatomy
3a4eiCcTBOBaH MOXeT BbITb TOMBbKO OOMH U3 HUX.

« Ecnun k PING2.1(-knock) nopkniountb yctpouctea IP4.2 wvnu RST3-UTL, Bblgawowme Ha
KOHTakKT 5 pasbema EXT curHan oT BCTpOeHHOro B HUX Link-geTtektopa, To ncnone3osatb AL
PING2.1(-knock) 6ygeT HEBO3MOXHO.

. [ns npasunbHon pabotbl Bxoga AUM npu Hanmuum obopyaoBaHWs, MOAKMAOYEHHOIO K
pasbemy EXT, koHTakT JP5 gomkeH GbiTb OCTaBneH CBOOOLHLIM.
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Knock-ceHcop

Knock-ceHcop — 3TO AatyvKk ygapa, pacnosioXeHHbI BHYTpU kopnyca yctponctea PING2-knock.
[ns ero npaBunbHOM paboTbl HEO6XOANMO 06eCneYnTb HagEXHbIN aKyCTUYECKUIA KOHTAKT Kopnyca
OAHHOro YCTPOMCTBA C BHYTPEHHEW MOBEPXHOCTbID MEeTanfnmMyecKkoro suiMka, BHYTPUM KOTOPOro
YCTAQHOBMIEHO TeneKOMMyHuKaumoHHoe obopyaoBaHue. [lpy  MNOMbITKE  BCKPbITUS — SAWMKa
3royMbilWNIeHHKamMn  (CBeprieHve, yaapHoe BO3AeWCcTBMe U T.4.) aKycTudeckue konebaHus,
pacnpocTpaHaLWwmnecs no Koprnycy MeTanimyeckoro siluka, BocnpuHumarotest knock-ceHcopom.
[Mopor YyBCTBUTENBLHOCTU JaTyMKa MOXHO perynvpoBaTb Npu NOMOLLM NOACTPOEYHOro pes3ncTopa,
AN 3TOro B KOpNyce yCTPOWCTBA MMeEETCS OTBEPCTUE Mo OTBEpPTKy (cM. puc. 1). CpabartbiBaHune
JaTyvka nHanumpyeTcs 3axunraHmem ceetogmoga «Knocky.

CocrosHuio knock-ceHcopa cootBetcTByeT 6ut DX1 (cm. pasgen «dPopmar reHepupyembix
naketoB»). B cocTosHun nokosi 3HayeHue aToro 6uta paBHo 1. [Npu cpabaTbiBaHMM gatymka ouT
DX1 npuHumaeT 3HaveHne 0 n coxpaHsieT ero B TedeHne 10 cekyH nocrne OKOHYaHus yaapHOro
BO34encTBua. OTO cAenaHo pAna Toro, 4tobbl MHOpMauuMs Jaxe O KpaTKOBPEMEHHbIX
cpabatbiBaHMax knock-ceHcopa Oblna rapaHTMpoBaHHO nepedaHa. Ecnu  cnyyanHble
cpabaTbiBaHUA gaTynka NpPoOMCXogaT yepes MHTepBarbl BpeMeHW MeHbluve, yem 10 cekyHa, To
Kaxgoe cregyiowme cpabaTbiBaHMe npoanieBaeT HyrneBoe cocTosiHue 6uta DX1 ewe Ha 10
cekyHa. Ha Bpems BknioveHnst ceetoguona «Knock» aTo HUKaK He BNUAET, OHO 3aBUCUT TOSbLKO OT
NPOAOIKUTENBHOCTU YyOapHOro BO3OENCTBMSA HA SaTUUK.

Noanepxka IEEE 802.1Q VLAN

VLAN (Virtual Local Area Network) — rpynna yCTpOWCTB, MWMEKLWNX BO3MOXHOCTb
B3aMMOAENCTBOBaTbL Mexay cobon HanpsiMyto Ha KaHarnbHOM YPOBHE, XOTS (prM3nMyecku npu 3Tom
OHM MOryT ObITb NOOKIOYEHbl K pasHbiM ceTeBbIM KOMMyTaTtopam. W HaobopoT, yCTponcTea,
Haxogsawwuecsa B pasHbix VLAN'ax, HeBugmMmbl apyr Anga gpyra Ha KaHarbHOM ypOBHE, Aaxe ecrnu
OHW NOAKMYEHbl K O4HOMY KOMMYTaTOpPY, Y CBSA3b MEXAY 3TUMM YCTPOMCTBAMM BO3MOXHA TOMbKO
Ha ceTeBOM M Gonee BbICOKMX YPOBHAX. B coBpemeHHbIx ceTsx VLAN — rnaBHbI MexaHu3M Ons
CO3aHund NorM4ecKon Tononorun ceTn, He 3aBucsLLEN OT eé duandeckon Tononornn. Kpome Toro,
AaHHasa TexHonorms umeeT 6onblloe 3HadYeHre ANs NoBbIWeHNs 6e30MacHOCTM CeTeNn.

CornacHo ctaHgapty |IEEE 802.1Q, ana onpegeneHna npuHagnexHocTu ¢penma K ToMy unu
nHomy VLAN'y, B ero 3aronoBok gobasnsietcs cneuuwanbHbii mee. Pasvep Tera — 4 6anta. OH
COCTOMUT U3 TaKNX NONen:

TPID Priority | CFI WLAMN 1D

Ter 802.1Q

e Tag Protocol Identifier (TPID) — ngeHTudpmnkatop npotokona ternposaHus. Pasamep nonsa —
16 OuT. YKkasbiBaeT KakoW MNPOTOKON ucrnonb3yeTcsa ans TermpoBaHud. [Ons 802.1q
ncnonbayeTtcsa 3HayeHme 0x8100.

e Priority — npmnoputeT. Paamep nonsa — 3 6uta. Vicnonb3yetcsa craHgapTom IEEE 802.1p ans
3afjaHus npuoputeTa nepefaBaemMoro Tpadmka. BosmoxHble ypoBHU npuoputeta — ot 0
oo7.
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e Canonical Format Indicator (CFl) — nngukatop kaHoHn4yeckoro ¢popmaTta. Pasmep nonsa — 1
OuT. YKasbiBaeT Ha popmaT mac agpeca — KaHOHMYeCcKun /| He KaHoHu4deckuin. Bcerga
ncnonb3ynTte 3HavyeHme 0, 3TO KPUTUYHO A5l HEKOTOPbIX KOMMyTaTopoB (Hanpumep, Edge-
Core ES3510 He npuHumaeT nakeTbl ¢ CFI=1).

e VLAN Identifier (VID) — noeHtudukatop VLAN'a. Pasmep nona — 12 6ut. YkasbiBaeT
kakomy VLAN'y npuHagnexuT dpperm. Jonyctumsl 3HadeHns B gmanasoHe oT 0 go 4095.
3HauyeHna 0 wu 4095 3apesepBupoBaHbl AN CNyXeOHbIX Uened M He [OIDKHbI
nucnonb3oBaTbC4, 3HaYyeHue 1 npuHagnexmnt B kommyTtatopax VLAN'y no ymonyaHuto.

Ter BcTaBnsetcda neped nonem "Tun npoTtokona". Tak Kak opermMm M3MeHUrCcsl, nepecynTbIiBaeTcs
KOHTpOMbHas cymma.

lcxogHelA Appec Appec Tun KoHTpoeHanA
ppeiim nony4aTend | oTnpaBuTens | NpoTokora HaHHble CyMMa
" HoBas
TervpoBaHHbBIA Anpec Appec - Twn n S
- er aHHble
dhpenm nom/HaTtena OTNRasnTEnA npoToKona cymMMa

Moppepxka 3aronoskoB TAG based VLAN 802.1Q nossonsiet pacwmputb 06nactb NpUMeEHeHUs
yctponctB PING2. MNpu mncnonb3oBaHun B CTPYKTYpe CETU KOMMYTaATOPOB, NOAAEPKMBAOLLMX
OaHHYI0 TEXHOMNOMNI0, NOABNAETCA BO3MOXHOCTb NepeHanpaBuTb NakeTbl OT BCEX MUHIepOB B OOUH
cnyxebHbin VLAN, 4TO BO MHOIMX Criyvasix ynpoLiaeT ux npuem 1 ganbHenwyo obpaboTky.

dopmart reHepupyeMbIX NakeToB

Yctponcteo PING2 cdopmupyet IP naketel no npotokony UDP, cTpykTypa nakeTa nokasaHa B
cnegytoulen Tabnuue:

OOGbIYHbIN NakeT MNaker
VLAN 802.1Q
O6uwasa gnuHa Ethernet nakeTta, 6anToB 77 81
IOnvHa UDP c yyeTom 3aronoska, 6antoB 43 43
MNone paHHbIx UDP, 6anTtoB 35 35

B kaxxaom nakeTe nepedaeTcsa ABa MHAOPMAaLUMOHHBLIX barnTa: DX - cocTosiHMs LMpoBbIX BXOAOB
n AX - paHHble ALMN. Kaxgbin n3 6antoB pasbut Ha gea nonybanta, KOTOpble HaxogsTcsl Mo
cnegylowmMMm CMeLLEeHMsIM OTHOCUTENbHO Havana nons pgadHbix UDP  (cmeweHne paHo B
JecAaTu4HoM dhopmare):

Cwmewenue 0: d0..d3 - mnagwmin nonybant DX, d4..d7=0
CwmeweHune 9: d0..d3 - ctapwwuin nonybant DX, d4..d7=0
Cwmewenue 20: d0..d3 - mnagwmin nonybant AX, d4..d7=0
CwmeweHnmne 29: d0..d3 - ctapwwuin nony6ant AX, d4..d7=0
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CoOTBETCTBEHHO, 3HAYEHUS I/IHCbOpMaLI,I/IOHHbIX 6GanToOB MOXHO BbIYUCITUTb cnegyrouwmm o6pasoM:

DX = byte[9]*16+ byte[0]
AX = byte[29]*16+ byte[20]

HasHna4yeHune outos DX:

DX0 — BHelHUN uMdpoBon BXoa, BbiBeAeH Ha pasbeM EXT

DX1 — curHan ot knock-ceHcopa (npu cpabaTtbiBaHum =0 n gepxutcs B TevyeHmne 10 cekyHa)
DX2-DX5 — BHelHMe undpoBble BXOAb!, BbiBe4eHbl Ha BUHTOBbIE KNEMMHUKK

DX6, DX7 — BHelHWe umdpoBble BXoAbl, BbiBeAeHbl HA pa3dbeM nporpammupoBaHns PGM

Bbantel DX n AX COOTBETCTBYIOT COCTOSIHUIO BHELUHUX LUMAPOBLIX BXOAOB M [aHHbIM Ha BXxode
AUIT Ha MOMEHT hopMMpOBaHMA NakeTa.

FapaHTUMHbIe 06A3aTenbCTBA

MponssoanTenb rapaHTupyeT paboToCnocoOHOCTb YCTPOWCTBA B TedeHne 12 mecsaueB ¢ Aathbl
NPOoAaxu Npu ycrnosumu cobrnofgeHns notpebutenem npasun aKcnnyataumm, TPaHCNOPTUPOBKA U
XpaHeHUs.

B cnyyae BO3HMKHOBEHUSI AedeKTOB B TEYEHUE rapaHTUMHOIO cpoka npou3BoauTenb 0b6si3yeTcs
Npon3BeCcTu Ha CBOE yCMOTpeHMe BecnnaTHblil peMOHT unu 3ameHy obopyaosanusi. MNpu aTom Bce
TpaHCNOPTHbIE PACXOAbl OMnfayMBaeT noTpebuTens.

Hacroswas rapaHTu4a npekpawaeT cBoe nencTene B cny4yasx, ecnu:

e YCTPOWCTBO BbIWO M3 CTPOA B pe3ynbTarte BO3OENCTBUS aTMOCHEpPHOro anekTpuyecTtsa,
nepeHanpsbkeHUst B CeTU QMNeKTPOonUTaHus UM nogayn HedonyCTUMbIX HamnpsKeHWn Ha
BHELUHME CUTHanbHble NNHUK

YCTPONCTBO MMEET MEXaAHNYECKNE NOBPEXAEHNS M0OON Npupoabl

Mponssoamnoch BCKpbITUE UM NOOLIE NOMbITKM MOAUMUKaLMN YCTPOMUCTBA

Mponssoannca peMoHT YCTPONCTBA HEAaBTOPM30BaHHbLIM MEPCOHANOM

MmetoTcsa cnedbl nonagjaHuMs BHYTPb YCTPOMCTBA MOCTOPOHHWUX MNpeaMeToB, BeLLEeCTB,
XNOKOCTEN, HACEKOMbIX

Mpoun3BoanTeNnb OCTaBnsieT 3a cO6OM NpaBO BHOCUTb M3MEHEHUS B KOHCTPYKLMIO yCTpolicTBa 6e3
npeABapUTENbHOMO YBeAOMIIEHUS.

MpounsBoanTenb faeT OrpaHWYeHHyl rapaHTMi0 Ha BCTPOEHHOe nporpammHoe obecnedeHve
ycTponctBa. B cnyyae o6GHapyxeHust nobbix owunbok B [10, kOTOpble CTann W3BECTHbI
NPON3BOANTENO CaMOCTOATENBHO UMK MO MHpOpMaLUMK OT KIMEHTa, NPOM3BOAUTENb 00A3yeTcs B
TeyeHne pasyMHOro BPEMEHM UCMPaBUTb AaHHbIE OWMOKM M NPefoCTaBUTb KNMEHTY OBHOBEHUS.
K owwnbkam, nognexawimm ob6a3aTenbHOMY WCMNPaBEHUIO, OTHOCATCA TOMbKO Takme oLmbku,
KOTOpble MPEnATCTBYIOT HOPMarnbHOMY WMCMOMb30BAHUIO YCTPOMCTBA AN BbINOMHEHUSA QYHKLMUA,
ONMCaHHbIX B JAHHOM PyKOBOACTBE.
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